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Abstract

The combination of cryptographic tools and tamper-resistant mechanisms appeared first in
military applications to secure communication links using tamper-resistant cipher machines.
The spread of ATM networks brought the technology into the commercial mainstream. During
the last years, the use of embedded cryptographic processors has spread from low-cost crypto-
processors, such as smart cards used for holding decryption keys, to more modern applications,
such as electronic payement schemes, Digital Right Management and Trusted Computing Initia-
tive (TCI). This survey, will summarize the main applications of the cryptographic processors
and will insist on their use into PKI based systems. It will also address the main class of attacks
which target the cryptographic processors.
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1 Introduction

A typical crypto-processor is a physically tamper-resistant embedded processor which can perform a
predefined set of cryptographic operations using keys that are protected within the device. The fact
that security functions are performed in hardware instead of software means that key materials can
be better protected - both from physical attacks and network attacks - than if they were running
inside a general-purpose server. Another advantage of hardware is that it can be optimized to
perform security functions much faster and more effectively than its software counterpart. Such a
device has active hardware protection [32] which, on detecting tampering attacks, will destroy the
protected cryptographic materials.

During the last years, the use of embedded cryptographic processors [2] has spread from low-cost
cryptoprocessors, such as smart cards used for holding decryption keys, to more modern applica-
tions such as electronic payement [13] schemes, Digital Right Management and Trusted Computing
initiative [1].

Electronic payment systems use hardware modules to securely store the payment card authen-
tication keys and to secure communications between banks, merchants and clients.

The Trusted Computing Initiative (T'CI) aims to embed a special cryptoprocessor module in
current computing platforms like desktop PCs and PDAs. The key idea is that a TC machine*
can be trusted to certify both a program and the platform on which it is executing. The main
application of TCI is Digital Rights Management (DRM) [20]. Most of actual DRM systems are
software based and can eventually be hacked. The use of an embedded cryptoprocessor can help to
give vendors more ensurance that the protected content is executed by a trusted machine using a
trusted program, and that the content remains under its control.

*TC machine : is a machine with an embedded processor.



2 Cryptoprocessors attacks

Before deciding whether to use a low cost cryptoprocessor, a middle market component or a powerful
tamper-resistant module, it is important to understand the basics of the technology of software and
hardware attacks [2] [3]. The main class of security attacks are addressed in the next sections.

2.1 Invasive attacks

This class of attacks involves direct access to the internal components of the device [25]. It includes
manual micro-probing, laser cutting, focused ion-beam manipulation and glitch attacks. The first
step of any invasive attack is to make a hole in the passivation layer which leads to destroy the
processor packaging. Most of modern semiconductors call for sophisticated and expensive probing
technologies which in most cases exclude any potential invasive attack.

2.2 Local non-invasive attacks

This class of attacks involves close observations to the device operations. It includes power analysis
[23], timing attacks [24] and eavesdropping [25].
For example, an RSA implementation involves many modular multiplications and the time taken
to generate an RSA signature depends strongly on the input values. Thus, suitable timing analysis
can compromise (even partially) the signing private key. Similar attacks can be conducted using
differential power analysis [23] to guess partially the data being processed by analyzing the current
drown by the processor.
Defenses to this class of attacks include noise generators and randomization. An example, is to
randomly include no operation instructions (NOP) in the device instruction stream.

Current cryptoprocessor design approach is design-time validation. The chip maker uses tools
to simulate possible non-invasive attacks and then locate most of the devices weakness to be able
to perform any needed improvements before the chip is fabricated.

2.3 Remote attacks

This class of attacks involves manipulation of the device normal output/input interfaces [2] [25].
While, to conduct invasive or local non-invasive attacks, the attacker needs to have physical access
to the device, remote attacks can be conducted remotely. The attacker will only need access to the
device input/output traffic.

This class includes cryptanalysis, protocol analysis and API analysis. The former two attacks are
not specific to cryptographic processors. They involve exploitation of design flaws in cryptographic
primitives (such encryption or hash algorithms) and protocols using these primitives. There is a
large literature [9] [29] [28] on these types of attacks.

The API analysis attacks [7] [4] [6] are specific to cryptographic processors and target the device
security API [8]. This API sits on the boundary between the trusted (the device internal opera-
tions) and untrusted (external servers and users) environments. The security API is composed of a
cryptographic API (for example PKCST #11) and a security policy. The policy defines which cryp-
tographic functionalities an external user can call and how the protected cryptographic materials
can be accessed. The idea of an API attack was born as an unexpected sequence of transactions
which would trick a security module into revealing a secret in spite of the device security policy [2].
An example of APT attack targetting the Visa Security Module was first described by Anderson [7].
Designing a secure and robust API is a fundamental challenge, which has until recently been over-
looked by both formal methods [27] [5] and software engineering research.

fPKCS : Public Key Cryptographic Standard.



Another approach is to look for evaluations by third parties. The next section will survey the two
main certification schemes : FIPS * 140 [32] (defined by the US National Institute of Standards and
Technology) and Common Criteria [11] (defined by many member countries).

2.4 Evaluation and Certification

There are two main schemes under which cryptoprocessors can be validated and certified : FIPS
140 and Common Criteria.

The Common Criteria (CC) and FIPS 140 are different in the abstractness and the focus of tests.
FIPS 140 testing targets a defined cryptographic module and provides a suite of conformance
tests to four security levels. The lowest level (Level 1), imposes very little security requirements.
The evaluated product should have protections against most of egregious kinds of attacks. The
highest level (Level 4) makes the required security properties more stringent. Mainly, it adds more
requirements for physical tamper resistance and robustness against environmental attacks.

CC is an evaluation against a protection profile (PP) or security target (ST). Typically, a PP covers
a broad range of products and formalizes the security properties that the device is supposed to
fulfill.

3 Public key cryptoprocessors

Modern business depends on trust which relies on PKI (Public Key Infrastructure) [19]. A PKI based
system can provide the main key elements of trust in any commercial transaction : authenticity,
confidentiality, integrity and non-repudiation. The trust of the PKI depends on the technologies
used to manage the security of the infrastructure. The main role of a PKI is to generate, validate
and store certificates. A transaction between business parties can be trusted if a chain of trust can
be established from each party certificate and a trusted certificate authority (CA). If the CA is
compromised, then there is no trust. Thus, the main role of a PKI security module is to ensure the
integrity and the confidentiality of the CA private key used to sign the issued certificates.

A security module can be a Software Security Module (SSM) or a Hardware Security Module
(HSM). The major difference, is that a SSM is running on a general purpose machine, while a HSM
is dedicated computer designed to have a security role and can be adapted to speed up cryptographic
functions [33]. For example, one of the processes at the heart of certificate creation is the generation
of random numbers. HSM can provide dedicated hardware specifically designed to generate number
with greater randomness than its software counterparts.

However, since most public key cryptography algorithms need a large computing power, low cost
cryptoprocessors based on cheap micro-controllers are not appropriate for PKI systems. Modular
exponentiation, presents the computational bottleneck for most public-key algorithms like RSA [22]
and can not be performed in a reasonable time by low cost hardware modules. The modern gen-
eration of HSMs has accelerator cards for public key cryptography, eventually including dedicated
hardware acceleration for modular arithmetic.

A lot of research work is done to define models and protocols to outsource a large part of the
cryptographic computation to external servers [30] [21] [14] [12] [17] [10], thus, allowing performing
public key cryptography into computationally limited devices (typically a smart card). Some of
these protocols are addressed in the next section.

fFISP : Federal Information Processing Standard



3.1 Secure cryptographic computation outsourcing

The key idea of outsourcing is to delegate some parts of the computation from a trusted device to
external helpers which are computationally more powerful. External, means the helpers are located
outside the trusted environment and thus can not be trusted. Depending on the nature of the
outsourced computation , many security assumptions have to be made on the helpers. The main
assumption is that the helpers can potentially be under the control of adversary parties (eventually
the same party). For example, if an enemy helper can guess during a signature generation the
used exponent, then he can determine the signer private key if he can later intercept the signa-
ture. Therefore, the first property of any outsourcing scheme must be privacy. Although most of
the computation is carried out by external devices, the scheme must hide as much information as
possible about the actual computation from the helpers.

The second property is robustness: the trusted device must be able to detect any failure during
the outsourced computation. Namely, the trusted device must detect if one or more helpers try to
corrupt the result of the delegated computation. There are two types of malicious failures: intelli-
gent and unintelligent failures. An intelligent failure occurs when the decision to deviate from the
expected behavior is based on the input of the computation. For example, a malicious helper may
return an incorrect result when he can guess from the input that a competitive vendor key is used.
By contrast, unintelligent failures may occur independently of the computation input.

Many outsourcing schemes and protocols are already defined. Most of them aim to use untrusted
resources to help a computationally limited device to perform RSA exponentiation without revealing
the secret key [10] [26] [18]. This may be used to make reasonable the generation of RSA signatures
into smart cards.

4 Conclusion

We have surveyed main cryptographic processors applications. Areas of low-cost and mid-cost
devices are the most rapidly developing ones, with the “Trusted Computing” likely to bring them
into many mass-market platform with new, but rapidly developing, business models. The main
types of attacks that a tamper-resistant cryptographic processor have to expect range from invasive
attacks which usually lead to destroy the device to non-invasive attacks. Non-invasive attacks can
be either local (the attacker has physical access to the device) or remote (the attacker needs only
access to the communication layer).

We have also introduced the use of tamper-resistant cryptographic processors into PKI systems.

Although, low-cost devices are often computationally limited and thus are not suitable to be used
for PKI algorithms, many schemes and protocols have been defined to outsource the main part of
the computation to more powerful but less trusted helpers.
On the other hand, most of modern chips expected to be used into a PKI trust platform have
dedicated cryptographic processor [16] [15] [31] and thus provide both powerful and secure environ-
ment for private key operations. In this case, outsourcing the PKI algorithm computation is not
needed. However, although the processor is very fast when executing any pre-defined cryptographic
function, it is not so fast when dealing with other computationally expensive processing. Therefore,
outsourcing may be still needed for some applications where powerful no-cryptographic functions
are expected to be executed in the same trust environment and with the same security assumptions
as cryptographic functions. Currently, there is no important research results in this direction. It
would be interesting to see if outsourcing methods surveyed at 3.1 can be extended for such specific
use-cases.
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