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Abstract—How to trust an application executed in a remote
untrusted client? Indeed, in an untrusted environment, an at-
tacker may tamper with the application code or the execution
environment to alter the application behavior for its own pur-
poses. This problem is traditionally addressed by checking the
integrity of the application code at loading and during runtime.
However, this line of protection is not sufficient when the client
is used as a computation helper and is expected to return the
result to a trusted server. An attacker may execute the application
without altering its code but returns an invalid result. This paper
proposes a new approach to deal with remote software execution
in an untrusted client used as a computation helper. The proposed
solution provides the integrity of the computation result returned
to a secure server.

I. INTRODUCTION

Remote trust computing is a very difficult problem which
has gained wide interest recently. The main issue is simple
and boils down to: how to trust a code executed in a remote
untrusted environment. By “untrusted environment” we mean a
computing environment in which a malicious user has a com-
plete access to the system resources (memory, io devices...)
and tools (debuggers, de-obfuscation tools...) to try to reverse-
engineer or alter the code for its own purposes.

With the growing popularity of network based computa-

tions, remote trust would have many applications. For instance,
entrusting remote computation is an important requirement for
grid computing and mobile agents [1], [2].
Ideally we would like to provide black-box security [3]: it
means that a malicious user controlling the untrusted machine
can neither understand the computation function or data (in-
put/output) nor alter them. This security level may be achieved
using computing with encrypted functions or computing with
encrypted data schemes [4], [5]. The main advantage of these
techniques is that they have theoretically provable strength.
However, the current results are limited to the evaluation of
polynomial and rational functions and therefore can not be
used in most real applications.

Another approach is to try to make the task of a potential
attacker as hard as possible using heuristic techniques such
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as software obfuscation [6]-[8] and white-box cryptography
techniques [9]. While the security level of such techniques
can not be proven formally, they have the advantage to be
more general and applicable to any computation. This paper
will address the latter approach: we do not try to achieve
a formal level of security, but rather a practical level of
protection acceptable for many applications.

The rest of the paper is organized as follows. Section II
describes a simple computation model for which remote trust
is required. Section III presents a novel approach to deal with
the problem of remote software trust described in recent papers
[10], [11]. Section IV describes the contribution of this paper
to improve this approach. Section V concludes the paper.

II. REMOTE COMPUTATION MODEL

We will consider the following scenario: Bob wants to
compute a function F' over an input x but he does not have the
sufficient computation power in its server S. He writes F'(x)
as G(H(x)) where G can be efficiently computed by S and
asks Alice to compute H in its powerful machine C' (will be
denoted as a client). Then, for each input, the computation is
as follows:

e Ssends z to C
o C computes y = H(x) and sends it to S
o S computes the final result z = G(y)

C is considered untrusted and under the control of a poten-
tial attacker. In the scope of this paper, we will assume that the
remote computation can be trusted provided the received result
is correct. We are not interested in code or data confidentiality.

As stated before, we do not look for an absolute security
level but for acceptable protection solutions given the con-
straint that the client is considered untrusted and possibly
hostile. Moreover, we look for a software-only based solution
which can be deployed on any helper machine with no need
to specific hardware or operating system capabilities.

III. STATE OF THE ART

Many solutions are proposed in the literature based on
software protection mechanisms [3], [6], [7], [12].



The first line of protection is to check the integrity of the
code at load time. This approach is obviously not sufficient
since an attacker may still alter the computation at runtime. An
improvement is to check the integrity of the code continuously
at runtime to detect any modification after code loading.

However, most of these solutions are off-line [3], [6]. It
means that they check the integrity of the code but not the
integrity of the result returned to S. For instance, Alice may
execute the code without altering it but intercepts its result
and sends an incorrect one to S.

To also have the result integrity, the client output must
be bound to the code which returned it in a trusted way.
Therefore, in addition to remote software integrity, we need
to have remote software authentication. In other words, the
server must be able to authenticate the code being executed
in the remote client and to verify its integrity at runtime.
Obviously, this is not an easy problem, since the code is
executed in a remote client under the control of potentially
malicious attacker.

This section will outline an approach described in [10], [11]
to deal with remote software authentication and integrity .
The contributions of this paper to improve this approach are
described in the next section.

A. Remote software monitoring

Recent papers [10], [11] addressed this problem by com-
bining protection techniques from many research areas. Code
integrity is addressed by embedding a code checker called
monitor [10] within the remote application. This monitor is
assumed to be trusted and it checks the application integrity
in addition to its own integrity at startup and during runtime.
Moreover, the monitor can check the integrity of the execution
environment (hardware, system calls, debugger tools, execu-
tion time...) to detect any tampering attempt.

Remote authentication is addressed by sharing a secret key
between the server and the application. This key is hidden in
the trusted monitor. White-box cryptography techniques [9],
[13] are used to encrypt data without revealing the encryption
key. The monitor should be inter-locked with the original
application code using obfuscation techniques in a way that it
is not easy to use the monitor to encrypt messages other than
ones produced by the original application.

The trust is achieved through secure tags emanating from the
monitor (see figure 1). Provided the monitor does not detect
any tampering attack, it continuously generates encrypted
secure tags. As valid tags are received, the server can assume
that: the result was computed by the original code and that
code was not altered. Therefore, the result can be trusted to
be correct. Once the monitor detects any attack attempt (code
modification, invalid environment execution parameter...) it
generates invalid tags to make the server aware of the attack.
Note that this approach is not appropriate for off-line applica-
tions (for instance, software intellectual property protection)
where the client does not have any interaction with a remote
trusted server and thus its conformity to the expected behavior
can not be checked remotely.

However, it is clear that the above techniques make the
task of an attacker harder but not impossible. Provided he has
enough time, an attacker may break the code obfuscation or
inter-locking or access to the hidden secret key. To make any
tampering attack harder, dynamic code replacement techniques
can be used. To do so, the server periodically updates the
monitor code. The new monitor should be generated in a way
that it can not be broken automatically by an attacker who has
successfully broken the previous one.

To summarize, four protection techniques are combined to
provide a practical security level for remote computing:

1) code obfuscation.

2) software runtime monitoring.

3) white-box cryptography.

4) dynamic code replacement.

The role of the three first techniques is to make the task
of an attacker as hard as possible. The last technique aims to
guarantee that an attacker does not have enough time to break
the previous protections since the attacked code (or parts of
it) is periodically replaced. This relies on the assumption that
tampering attacks are harder to conduct if the attackers have
to face continuously changing versions of the code [3], [6].

B. Tampering attacks

Many attacks can be applied to any of the above protection
mechanisms. Most of these attacks are surveyed in [10].
Naturally, the main target of the attacks is the trusted monitor.
The attacker objective is to prevent the monitor from detecting
tampering so that it continues to emanate valid secure tags
even when the computation is altered. It is exposed to many
kinds of attacks mainly based on:

 reverse-engineering attacks.

« differential analysis attacks.

Reverse-engineering attacks [14] may target hidden data
(for instance, the secret key) or functionalities (for instance,
functionalities responsible to check the execution and to
generate authentication tags). Once some useful information
about the monitor is revealed, the attacker may either target
the monitor itself (by modifying its code) or tamper with the
execution environment to alter the behavior of the monitor.
The last technique is more difficult to detect. For instance, the
attacker may run the original application and monitor without
any modification but dynamically tamper with the execution
context (by changing function inputs, memory locations...) to
compromise the behavior of the monitor.

Differential analysis attacks aim to break at least a mon-
itor version (for instance by applying reverse-engineering
techniques on early versions of the monitor) and then to
build an automatic tool which breaks any new version by
comparing the sequence of the deployed monitors. Therefore,
code replacement needs a sort of a monitor factory able to
produce an infinity set of monitors which are functionally
equivalent but with new embedded secret key and different
verification strategy.



Figure 1.

IV. NEW APPROACH

In the model described in [10], the monitor is mainly
composed of four parts:

1) data gathering function: collects the information about

the code and the execution environment to be checked.

2) verification function: based on the collected information,
it decides whether to continue to trust the client.

3) encryption function: generates the secure tags provided
the verification function did not detect any tampering
attempt.

4) secret data (keys and metrics).

The security of these components relies on combination
of software obfuscation techniques and white-box encryption
[15].

In this section, we will propose two improvements:

1) Reduction of the size of the monitor by limiting the

functions and data needed to be embedded and protected.

2) Proposition of an authentication alternative to the use of
secret key encryption for secure tag generation.

First, we propose to review our model. We assume that the

client has passed a one-time registration phase before being
used as a computation helper. During the registration phase,
the server registers all useful information needed to monitor
the remote computation. This includes platform information
(for instance hardware settings) and execution environment
information (for instance, system calls, expected execution
time...). Therefore, we no longer need to embed these data
within the monitor.
We assume that during the registration phase, the client is
trusted. It means that all information given to the server during
this phase are related to trusted and unaltered components. For
instance, the registration phase can be conducted through an
audit procedure preceding the deployment of the computation
system.

A. Moving the monitoring strategy to the server

The monitor is the most critical and vulnerable defense
point which may be targeted by an attacker. Accessing the
monitor strategy may lead to more efficient attacks. For
instance, if the attacker has information about which system
attributes are checked, he may discover weak points to
tamper with the execution environment leading to altering the

Secure tags generation.

monitor checking inputs.

We propose to move most parts of the verification code
to the server itself. The role of the monitor is then limited
to data gathering only. It continuously sends the attributes
(for instance code hashes, execution environment properties) to
check within the secure tags to the server which based on these
information decides whether to continue to trust the client or
to immediately stop communicating with it. This relies on the
fact that the server has collected during the registration phase
all needed attributes and that these data are trusted.

This approach limits the need to replace the monitor code
or at least limits the parts of it needed to be continuously
updated. However, monitor replacement may still be needed.
Indeed, the secret key is still the drawback of the all system
security and should be periodically changed.

B. Authentication using an obfuscated hash algorithm

In the approach described in [10] and [11], the mutual
authentication is based on sharing a secret key between
the trusted monitor and the server. White-box cryptography
techniques are used to do encryption in a potential hostile
environment without revealing the key [9]. We propose the
use of a dynamic secret hash algorithm instead of the secret-
key encryption. The hash algorithm should be obfuscated and
periodically updated in the monitor.

The secure tags are computed as shown in figure 2.

The input X is sent without any encryption. This does
not matter since confidentiality is not a requirement. The
secure tag is calculated using the input X, the output Y
and the hash of the set of the attributes that the monitor
continuously checks. The monitor has also a counter ¢ which
is incremented for each request and is included in the tags
to avoid the use of a valid secure tag twice. The secure
tag is generated for each request and concatenated to the
corresponding response. Then, the server computes the same
security tag based on the registered attributes and checks that
it is equal to the tag returned by the client. Note that if X,
Y or any verified attribute has been altered, the checking
function in the server will fail and the attack will be detected.

This approach relies on the fact that the hash algorithm
is obfuscated and then kept secret. Code replacement is still



Figure 2.

needed to prevent an attacker to have enough time to break it.
If the obfuscation is broken for at least a monitor version, the
attacker may access the hash function. Therefore, the monitor
factory should change this algorithm for each version. We
propose the use of a set of dynamic hash algorithms [16].
This type of algorithm takes two inputs instead of one. The
additional parameter is a security parameter which specifies
the internal behavior of the algorithm and the size of the
output. As with most dynamical systems with a large number
of states, generic parameters may yield sufficiently complex
behavior of the hash algorithm. This may harden the task
of an attacker to reverse-engineer the monitor based on its
behavior.

The use of obfuscation and the need to generate a secure
tag for each request obviously add time overhead on the
computation of H at the client side. This overhead must
be minimized as much as possible. Otherwise, it would be
more efficient to compute both H and G at the server. The
computation overhead depends both on the used obfuscation
transformation and the tag generation algorithm. To optimize
the tag generation, polynomial hash algorithms may be used.
The Tillich-Zemor algorithm described in [17] and improved
in [18] is a good candidate. This algorithm takes as security
parameter a polynomial p which can be updated by the factory
for each monitor version. Computing this hash function in-
volves multiplication, addition and division of polynomials of
degrees bounded by that of the parameter p. These operations
are quite efficient and their time complexity is bounded by a
constant which depends only on the choice of p.

C. Analysis

The components of the monitor are reduced to the two
following functions which should be obfuscated:

Secure tags generation.

1) dynamic hash function.
2) data gathering function.

We believe that more we reduce the functionalities and
data to be included in the monitor, more the task of an
attacker is hard. Furthermore, since the monitor is reduced
to two main functions, updating the monitor code becomes
easier and relies on periodically changing the hash algorithm
security parameter.

As stated before, the security of the system is heuristic. It is
based on the robustness of the obfuscation algorithms and the
choice of the appropriate life duration of a monitor version. We
believe that the improvements proposed in this paper improve
the security of the system against reverse-engineering and
differential analysis attacks.

The robustness of the system against reverse-engineering
attacks relies on the use of code obfuscation techniques.
Obfuscation techniques combined with the use of a dynamic
hash algorithm may be used to check the integrity of the
computation without using an encryption secret key algorithm
which may represent an additional point of failure for the
security of the system. Moreover, a secure tag has to be
generated for each request. Therefore, a complex monitor is
not suitable for use in an untrusted computation helper where
efficiency is a determinant parameter. Using a polynomial
hash function limits the computation overhead added by the
monitor.

Reverse-engineering attacks based on altering the inputs
of the monitor are also made harder since the attacker does
not have access to any information about how the application
and the execution environment attributes are verified. The
verification strategy is executed on the trusted server and
is assumed to be kept secret. Furthermore, it can change



at runtime. The attributes to verify depend both on the
application context (execution environment and platform)
and the required security level. More the set of the checked
attributes is large, more the probability to detect tampering
attacks is high.

Regarding differential analysis attacks, the use of dynamic
hash functions may yield less vulnerable monitor. Updating
randomly the algorithm security parameter for each monitor
version affects the monitor behavior and output size. Changing
this parameter may yield sufficiently complex behavior of
the hash algorithm which makes attacks based on reverse-
engineering and differential analysis harder.Therefore, build-
ing an automatic tool to break the monitors becomes more
difficult.

V. CONCLUSIONS

This paper presented a new approach to trust a code
executed on an untrusted computation helper. This approach
is an improvement for techniques addressed in many recent
papers [10], [11]. These techniques provide remote entrust-
ing of client-side application code by continuously checking
its integrity and authenticity at run time. This is achieved
through continuously emanating secure tags from a trusted
entity, called monitor [10]. The monitor is embedded in the
application code and is continuously updated.

The paper proposed two improvements. First, we proposed
to remove the full verification strategy to the trusted server.
The main role of the monitor is reduced to gather security
attributes (about the application code and its execution envi-
ronment and platform) and to compute the secure tags. The
trusted values of these attributes have been registered at the
server during a registration phase.

The paper also proposed to use a dynamic hash algorithm
instead of a secret key encryption. The dynamic hash
algorithm takes a security parameter which may be updated
for each new monitor version. Changing this parameter may
yield sufficiently complex behavior of the hash algorithm
which makes attacks based on reverse-engineering and
differential analysis harder. Furthermore, since the client is
used as a computation helper in the model presented in this
paper, the computation overhead added by the monitor should
be optimized as much as possible. We suggested the use of
polynomial hash functions similar to the algorithm presented
in [18].

The security of the system is obviously heuristic and relies
on the robustness of the obfuscation algorithm and on the
dynamic replacement of the monitor at runtime. However, we
believe that we can achieve a security level appropriate for
many applications, for instance grid computing.

The registration phase has not been detailed in this paper.
Future work includes defining the procedure of this phase
(how to collect trusted attributes of an untrusted execution
environment) and the set of the attributes that should be

collected and checked to provide a satisfactory level of trust.
Future work needs also to investigate the set of dynamic
hash functions that provide the best level of security with an
acceptable computation overhead to keep the computation at
the client side efficient.
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